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(‘Can someone hack my house?
Can someone hack into my car and steal it?
Can someone steal my credit card info?

\Is my personal information secure?

J
OOOO

1_, whiteCryption®

When people trust a brand...

83% will recommend it to
other people

82% will use its products &
services frequently

50% will pay more for its
products & services
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Secure Key Box

Cryptographic library that implements
standard cryptographic algorithms in a
way that completely hides the keys

Code Protection

Comprehensive tool for hardening
modern software applications on multiple
platforms

© 2016 confidential & proprietary. whiteCryption, an Intertrust company. 12



sice

—RRRIFEGRRI G IER N, =

ECCEHH ERAEANEE,

Bl 97 HIRM R ETH

System A

Vo

Encryption

MR Z

Encrypted
Data

Plain Data

© 2016 confidential & proprietary. whiteCryption, an Intertrust company.

.—| | Decryption

whiteCryption®

FEINZRE AL AAES, RSA,

ZEN, FREBUREINE

System B

Plain Data

13



N

whiteCryption®
LSKB AT

B MR ENRGIEE T HIEMER

I
3
£
\:-H!;:jr
FE
A4
/N

System A System B

/ I Encrypted 7~
: Data :
Encryption Decryption

Plain Data Plain Data

© 2016 confidential & proprietary. whiteCryption, an Intertrust company. 14



whiteCryption®
LSKB 12540

N

HNERI G RE IR T INE P RV & tARN T R T PR3P RO EHE

Adversary %% Adversary g“
System A
/ I Encrypted ﬁh / ’
_ Data :
Encryption Decryption

Plain Data Plain Data

System B

© 2016 confidential & proprietary. whiteCryption, an Intertrust company. 15



L whiteCryption
SKB - BE%H5

N

\

BT IREE S % T REN®E TIROKRE

Adversarg Adversarg
System A 4
/ ’ Encrypted 7~

Data

Plain Data Plain Data

© 2016 confidential & proprietary. whiteCryption, an Intertrust company. 16



whiteCryption
LSKB 1220

SEBEEEZRARRIFMBEAFENMEF I ITINZEZE
BRI R

!/ _—

______ ""\'

—

Desktop Set-Top Embedded Mobile
Computers Boxes Systems Devices
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— RSA and ECC

— AES
— SHA
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Hgik/rooting TN (IOS, Android)

— Protected app terminates execution if the device is jailoroken/rooted
Method E {1 (i0S)

— UM RIPEIAPPMethod # E iU E = )RR 0 1IE (OS X and iOS)
B LIEAPPIR _IXRZERIEHE DA

— Google Play iFH{R3$F (Android)

— {#H native-code implementation of LVL instead of the standard Java
implementation

APK packages STe2 %R (Android)
— Z{RIFAVAPKEL 22 22 20 SR 4 E iU AN EE M AR e 01T

© 2016 confidential & proprietary. whiteCryption, an Intertrust company. 22



whiteCryption®

L,\Eﬁijﬂ]‘ﬁﬁ

 Anti-debug

— Numerous instances of platform-specific anti-debug code are inserted into
the code

- Binary packing

— Executable code is decrypted only at run time

— Makes static analysis much more difficult
« Function caller module verification

— Protected functions check where they are called from
« Cross-checking of shared libraries

— Ensures shared libraries are not modified or replaced
« Customizable defense action

— Either crash the application or write a custom callback function to be
invoked when a threat is detected
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Profiling

1. Code Protection embeds profiling code into the original
application
2. Developer installs and runs the application on a device

3. Application sends
profiling information to
Code Protection at run
time or via a statistics
file
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Windows
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— Windows Phone (SKB only)
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C/C++
Objective-C

— Java

© 2016 confidential & proprietary. whiteCryption, an Intertrust company.

whiteCryption®

26



L whiteCryption®
QeI B ROAE IS N AR (TAE)

- JEEURMNZRIEE AN I FASKB
- {EH Code Protection features J&{F£1FE code base

—— ORIGINAL APP —— —— PROTECTED APP —

o-@-0-

CODE PROTECTION
© 2016 confidential & proprietary. whiteCryption, an Intertrust company. 27




whiteCryption®

T

IIRIEFEITENR

200 P 5 Rl 55 00 Nz

Become a Partner

Contact:
Kenny Huang

khuang @intertrust.com
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