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Can someone hack my house? 
Can someone hack into my car and steal it? 
Can someone steal my credit card info? 
Is my personal information secure?
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Secure Key Box
Cryptographic library that implements 
standard cryptographic algorithms in a 
way that completely hides the keys 

Code Protection
Comprehensive tool for hardening 
modern software applications on multiple 
platforms 
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whiteCryption’s 
•

– RSA and ECC
– AES
– SHA

• Crypto, SKB Crypto

SKB – 
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•  C/C++/Objective-C and JAVA 
•
•
•
•
•
•
•
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•
• code code lifting
• crash, 
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•
•
•  String literal 
• Objective-C message call 
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• /rooting  (iOS, Android)
– Protected app terminates execution if the device is jailbroken/rooted

• Method  (iOS)
– APPMethod  (OS X and iOS)

• APP
– Google Play  (Android)
–  native-code implementation of LVL instead of the standard Java 

implementation
• APK packages  (Android)

– APK
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• Anti-debug
– Numerous instances of platform-specific anti-debug code are inserted into 

the code
• Binary packing

– Executable code is decrypted only at run time
– Makes static analysis much more difficult

• Function caller module verification
– Protected functions check where they are called from

• Cross-checking of shared libraries
– Ensures shared libraries are not modified or replaced

• Customizable defense action
– Either crash the application or write a custom callback function to be 

invoked when a threat is detected
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1. Code Protection embeds profiling code into the original 
application

2. Developer installs and runs the application on a device
3. Application sends  

profiling information to  
Code Protection at run  
time or via a statistics  
file

Profiling
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•
– Code Protection binary
–  SKB APP

•
– SKB

•
–
– universal cracking tools
– (
–
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•
– Windows
– OS X
– Linux
– Android
– iOS
– Windows Phone (SKB only)

•
– C/C++
– Objective-C
– Java
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• SKB
•  Code Protection features  code base

(TAE)
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Become a Partner

Contact:
Kenny Huang

khuang@intertrust.com
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